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GFB MET 1.1.2.0
copyright fabhix 2022FRROR(S) :

Heguired option "m, mode' is missing.

Required oplbion "i, input' is missing.
-m, —-mode Bequired. GRE mode. scan/scanall/clr. scan -
network scanner. scanall - grab all. clr - event loge cleaner.

i, ——input Required. Toput: {/c/s. € - file, r - range, =

= ::lubnct d - domain.

—d, ——data File.txt/127.0.0.1-127.0.0.255/127.0.0.1-24
-u, —-uscrname Username ftor scanning
-p, ——password Password fur scanning
=h, --help {Default: ) Show help and usage.
-, ——-threads (nefanlt: 150) Threads count. Max ia 200.

Detault 150.

-w, ——wail (Default: 5000) Wait Lime in m=s. 1000 = 1=
-r, —-rcmotc_start {Default: ()} Start remote aecrvices
-k, —--domain name {Default: ) Domain name for Users and

Computere gathering. Lf not set will be used domain of current user.

-—help Display this help screen.

--version visplay wersion informaticn. .1 GHXba bany bi gﬂﬁgﬁ‘Tﬂﬁ%"g nﬂg
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* Defence

* Defender
* Endpoint
* AntiVirus
» BitDefender
« Kaspersky
* Norton

* Avast

+ WebRoo

* AVG

- BSET

* Malware
* Defender

+ Sophos

* Trend

+ Symantec Endpoint Protection
+ Security

* McAfee

* TotalAV

* pcprotect

* scanguard

* Crowdstrike
» Harmony

* SentinelOne
* MVISION
* WithSecure

+ WatchGuard
* FireEye

* FSecure

« Carbon Black
* Heimdal

* HitmanPro

+ VIPRE

* Anti-Virus

* DeepArmor

* Morphisec

* Dr.Web

Etetadl TFE TR GEPRERE ERE IR B EFE

* Veeam
« Backup
* Recovery

 Synology

+C2
+ Cloud
* Dropbox

 Acronis

mERE MEREHE THERESFE

+ VNC

* Remote

* AnyDesk

* TeamViewer
* NinjaOne

* Zoho

* Atera

* ConnectWise
* RemotePC

* GoTo Resolve
* GoToAssist

£ 0 0 BRERF

+ Splashtop SOS
+ BeyondTrust

« Remote Desktop Manager
* Getscreen

* Actionl

* Webex

+ Atlassian

« Surfly

* Electric

* Pulseway

» Kaseya VSA

+ Cobian
» EaseUS
+ Paragon

* [Drive

+ XMReality

+ SightCall

* DameWare

» ScreenMeet

* Viewabo

+ ShowMyPC

« Iperius

* Radmin

* Remote Utilities
* RemoteToPC
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« NET
» Office
* Adobe
+ Word
* Excel
* Java
» Office
* Leaming
* DirectX

+ PowerPoint
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Grixba BR4EHY CSV FEZE5 B
* alive.csv

* WIM.CSV

* soft.csv

« all_soft.csv

* mount.csv

* USEers.csv

* remote_SVC.CSV

+ cached RDP.csv
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SYSTEM\CurrentControlSet\\services\\eventlog
SOFTWARE\WMicrosoftWWindows\CurrentVersion \WWINEVT\\Channels

{EA "EvtOpenLog" 1 "EvtClearLog" API 2R HEE » e Windows HYZE 1B HtfH]
"Microsoft-Windows-WMI-Activity" iz WMI JEEhH & -
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15 AR (100) B REHY ELRPToT A2 % > Symantec Endpoint 7864 AT £144

AAHER ©
SHA256

762bb8a7209da29atb891794 1ae1c00a04ctd5al44c6c5dddefa78ff0d941539 ~ Play ransomware
86e4e2319686b129bfb2f452acb16a4c0fda73ct2bf5e93751dcf58860c6598¢ ~ SystemBC malware
f706bae95a232402488d17016ecc1 1ebe24a8b6cb9f10ad0faScbac0f174d2e7 — SystemBC malware
c59f3c8d61d940b56436¢14bc148¢1198862921b8f7bad97tbc96b31d71193¢ - Infostealer.Grixba
453257¢3494addatb39cb6815862403e827947ale7737eb8168cd10522465deb - Infostealer.Grixba
f71476f9adec70acc47a911a0cd1d6feal f85469aal 6£5873dd3ftd5146¢ccdbb - Infostealer.Grixba
a8a7fdbbc688029c0d97bf836da%ece926a85¢78986d0e1ebdIb3467b3a72258 — NetScan
5ef9844903e8d596ac03cc000b69bbbe45249e¢ea02d9678b38c07f49%e4clecd6 — NetScan
f81bd2ac937ed9e254e8b3b003cc35¢010800cbbeedd760f5013ff911101d4f9 - VSS copying tool
367d47ad48822caeedf73ce926a3292db6f9f2eb18ee6d650806959b6d7d0a2 - WinRAR
6f95£7t53b3b6537aeb7c5f0025dbcase88e6131b7453ctbdeedd1fl1ecaebfc - WinSCP
1409e010675bf4a40db0a845b60db3aac5b302834e80adeec884acbeSSeccbf7 — PsExec

BEER

137.220[.]149.66 - SystemBC C&C
justiceukraine.com - SystemBC C&C
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