REENERAF--BIIERERLRER--ERMERRIE

Inc $)Z=EREE

2023 £ 9 B 12 H¥#%

RERILE PN - -RREBNEMIERERAG RSN

BT BT 3 —(E#E K T Inc.Ransom y HYTELE) ZREAS U TRAHER - BRI B
TEETARA - BAE BN RFRAMMIF A Em R m @€ (RDP) | HaVER > BBREHG
ETHEE - fTEHABHESE -

I o Inc SRS S EWINERE F inc BIFE4 - B HTML A1 TXT &4
JE 4 TER RS (INC-README.txt A1 INC-README.html) & E#NIZRHI R E H % - W2
FHHEATE T2 /NSRRI R E - SR B AN -

| IHC-README It - Flotepad
File EFdt Foirmat View  Help

I R Ofwaf ¢
we have '|l:|-cr'v:|y:u|-:ll>nr| :-1-:r'|'| n|f|-:|||'|l. data f}ll(l:lTIllY'llll its cli
It can Ll. spread out 1.l.l |.-i.l.l|.1|l. and media. vour reputation will be ruined.
Do it hesivate and save yo [T \-|||||- s,
Pléade, conbact ia:
herp: anian
YO |:--.~|""|” ”
we're The ones who can quickly recover your systems with mo Tosses. Do not try o devalue our tool nothing will come of {r.
starting from now, you have 72 hours to contact ws if you don't want your sensitive data being published in our blog:

you should ke informed, in our Business reputation is a basic comnditvion of the seccess,
inc provides a deal. after successfull negotiations you will be provided:
1. I-"'-‘-'Tln'li '.l -\.i sisTance;
T H

1. How TO rrul ¢ your netwark;
4. Ewvider -:-.* ¥f ||i st ion of |I1| || docunent 5
5. Guaranlees nol o arttack you in the Tulure.

e N —Hﬁﬂ%@@@ﬁﬁ{% £ (SEP/SESC,/SMG/SMSMEX,Email.Security.cloud/DCS,/EDR)
o DUTNEREA By Symantec 2 B[R MTREE S — I b E NI B B X AR FE R R E L
BB EE R fe FL R 2 4

ERE (B EENESNHRS EEIE)hE -
e Ransom.Inc
e Trojan.Gen.MBT

it 1TAEBRiT(SONAR)AIFAEE :
e SONAR.Ransomware!gl
e SONAR.Ransomware!g7

EHit 4232 8P E R
e Heur. AdvML.B

Hit #2218 (EAMREERDCS) :
FEEFAHAY DCS BN TR > 55 T ek DCS it )7 25080 -

it imE R B E]fE(EDR) ©
o E[J557 EDR RESUE AL S iZ B B E USRI ~ £ flofIFE 7 (Tactics ~ Techniques »
Procedures > TTPs) °
o EFIFESUHNY TR EEEENEEZFEH - F LT iICDM &6 L igss s e &5
o HRIBEEMIVESEN > 525 LR | hitps://github.com/Symantec/threathunters/tree/
main/Ransomwares/Inc

o [T v AR (EUHIEA B E (EDR) e FE s - SHER IR -

HZE A i 5 255 o8 1> B2 P 38 e i B 4 4= SE B AR (SESC) Y EE4H & 51 - - Symantec Endpoint Security
Complete * FHBLE IR -

AR R P8 e T Ry e e ME R A mT B S it A D BB %rﬁ%%lttﬁ °

AR AR R T8 el B8 (SEP) HYEFS 1% 2s 22 H PRl - SAEAEEILIR -

AXIE AR BRAEEFT#5¢ (DCS * Data Center Securlty)NHi%ﬁﬁ-%iﬁffé ’ **‘!E SR o

AR A #F Symantec Uil (=TR[] FE (EDR) ¥ it - S5 RS IhIR -

RAREFIE5E (Symantec)

E P 7T (Symantec) B 2019/11 HA K@ ER R EE--1838
(BroadCom » =R HA5E AVGO » 2 RAERAHEIRRESR 99.9%
RBEENEERR ) BRESETNE XL 2P (SED) » $55I2E
FUFEREE - RACURTER BRSSO - EIEE
BYURBEERTEENELELRER EEMBRNERASRERE
%~ AN s BRMEUREZERRESIERYE » BERKRELE

S ma nte C WERNERES o 198 (Broadcom) ERENEEIHE » BAR
), - BREH BB B A RAACRNR AR AN RBEETE
A Diticlon iBtoRdedm IR K FEAE 32 43R  Symantec FIAIER R AiTAE B 37 3
BHNERMTERHEFORASER > F=E Symantec B IR
e AR I £ BRRR B h T EFE R BRAT T A RATR S R
R RIEEER A B HEEENEEENRIHT

EEHRAIMRESNAR S RIEERRAUERRAECEGEHENES » HERTAECEEZTHEE DM EFIS
RARRFEMED © (REREATIEZRAIMNVEERBAR > HEERER (CA Technologies) UKREHRER KR
MEREEHE) BREmRRE--VMware > thZBBIAEFEEEHIME ) - 2021 F£/\B > FEERIMNESBIFHH 1

KWBADRSE > =EFERTE2EEREEZE2ERE (CISA) ERMEREBRNRAT » XRE2EEMSHE T
£ JCDC(Joint Cyber Defense Collaborative) > MiE@EFIE T E B W EIBHN—ARME > M &BraE £ »
Symantec AR EREZENELZRE c BEFRAE RARMARENEMEREEE INESIERNR
FREEE B ERIRES - B - FEUKREDTEERERAAZE o

«- RAREE N www.savetime.com.tw

FREENERR QE S —KEEEBPIR AR RS E RE R
‘ B WERARDBFERBRARFER - B 1995 FEMEZLEN
REFMERENZEMRSEZNRME « $HE « RBEES - HE
HI%R ~ ERRARTS - 155 BIRMER IT EE A SRR SR (Knowledge

ﬁ E E gﬂ Transfer) - BB & BEMRAE RIIBALIN £ > URE
7 - F L R B S A IR B S AR B R SR B 1 2 PB B
KEEPSAFE FEHSPARCRAARNEE - RSN ERERE LGS o

e R EMELLEE © 0800-381-500 °

N REAM-F LR RS R

-HDI We Keep IT Safe, Secure & Save you Time, Cost BT HR

IRFEEEE - 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw
https://www.savetime.com.tw/symantec.asp
https://www.savetime.com.tw/symantec.asp
https://www.broadcom.com/
www.savetime.com.tw
https://www.savetime.com.tw/datasheet/DS-SEP.pdf
https://www.savetime.com.tw/datasheet/DS-SEPSESESESC.pdf
https://www.savetime.com.tw/datasheet/DS-SMG.pdf
https://www.savetime.com.tw/datasheet/DS-SMSMEX.pdf
https://www.savetime.com.tw/datasheet/DS-Email-Security-Cloud-tw.pdf
https://www.savetime.com.tw/datasheet/BR-DCSSA.pdf
https://www.savetime.com.tw/datasheet/DS-EDR.pdf
https://www.savetime.com.tw/symantec/DCS.asp
https://www.savetime.com.tw/datasheet/DCS-solution.pdf
https://github.com/Symantec/threathunters/tree/main/Ransomwares/Inc
https://github.com/Symantec/threathunters/tree/main/Ransomwares/Inc
https://www.savetime.com.tw/symantec-webinar/edr.pdf
https://www.savetime.com.tw/SYMANTEC-webinar/SEP-SESE-SESC-PPT(P37).PDF
https://techdocs.broadcom.com/tw/zh-tw/symantec-security-software/endpoint-security-and-management/endpoint-security/sescloud/Protection/Behavioral-security-technologies-in-Symantec-Endpoint-Security.html
https://techdocs.broadcom.com/tw/zh-tw/symantec-security-software/endpoint-security-and-management/endpoint-protection/all/Using-policies-to-manage-security/preventing-and-handling-virus-and-spyware-attacks-v40739565-d49e172/how-does-use-advanced-machine-learning-v120625733-d47e275.html
https://www.savetime.com.tw/symantec-webinar/dcs.pdf
https://www.savetime.com.tw/symantec-webinar/edr.pdf

