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+ ShowWindow(Process.GetCurrentProcess().MainWindowHandle, 0);
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+ C:Documents and Settings

* C:PerfLogs

* C:Program FilesWindows Defender Advanced Threat ProtectionClassificationConfiguration
* C:Program FilesWindowsApps

+ C:ProgramDataApplication Data

+ C:ProgramDataDesktop

+ C:ProgramDataDocuments

+ C:ProgramDataMicrosoft

* C:ProgramDataPackages

* C:ProgramDataStart Menu

« C:ProgramDataTemplates

+ C:ProgramDataWindowsHolographicDevices

RO REEM-FrE A R B R

ew 8 We Keep IT Safe, Secure & Save you Time, Cost BT HE

IRFEEESE : 0800-381500 | +886 4 23815000 | http://www.savetime.com.tw



http://www.savetime.com.tw

> =R =
" TRER3
0 % SAVETIME BlackMatter(*2418) : #MARCERBWEIFHERZE

INFORMATION SECURITY

+ C:Recovery

+ C:System Volume Information
+ C:UsersAll Users

+ C:UsersDefault

* C:UsersPublicDocuments

+ C:Windows
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+ FileAttributes.System
+ FileAttributes. Temporary
+ FileAttributes.Directory
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+ .doc
+ .docx
+ Xls
+ XIsx
« pdf
* .msg
* .png
* .ppt
* .pptx
+ .sda
+ .sdm
+ sdw
* .CSV
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« Host: 165.22.84.147
« Port: 22
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» Host: 10.26.16.181
+ Port: 1080
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+ Filename: "powershell.exe"
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+ Arguments:

o -WindowStyle Hidden -C $path = '[FILEPATH OF THE EXECUTING SAMPLE]";Get-Process
| Where-Object {$_.Path -like $path} | Stop-Process -Force;[byte[]]$arr = new-object byte[]
65536;Set-Content -Path $path -Value $arr;Remove-Item -Path $path;
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* https://157.230.28.192/data/
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+ .json
+ config
* s

* .CS

* 8

* .aspx
* .pst
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* OneDriveMedTile
* locale-

« SmalllLogo

+ VisualElements

+ adobe sign

+ Adobe Sign

*+ core_1icons
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+ Host: 159.89.128.13
+ Port: 22
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